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Purpose

To establish a standardized process for the engagement of foreign nationals on [Project Title/Name].

Scope

The scope may include:

· Academic, administrative and research units engaging in the recruitment, hiring, onboarding and assignment of foreign nationals to a federal project with award and/or agency-specific restrictions.
· Short-term and long-term assignments of foreign nationals on federal sponsored projects, whether one-time interactions or ongoing, regardless of duration
· External candidates being hired or contracted to support the federal project
· Current employees who may be reassigned or newly engaged in supporting the federal project

Definitions
Country of Concern: A nation designated by the U.S. government as presenting elevated risks related to national security, research integrity, or compliance. These may include countries subject to sanctions, export controls, or heightened due diligence requirements.

Due Diligence: The process of evaluating candidates (external and current employees) to identify potential legal, reputational, financial, or research integrity risks, including compliance with export control laws, conflict of interest policies, and federal regulations. Due diligence is conducted by multiple offices within the organization (see Responsibilities below).

Export: A release of items (including technology and/or software) subject to export control regulations to a foreign national outside and inside the United States. A “deemed” export is an export within the US to the home country of the foreign national.

Federal Agency Approval: If required by the specific federal sponsored project terms and conditions, the authorized federal official who approves the participation of a foreign national on the project.

Foreign National: Any individual who is not a citizen of the country they are residing in (e.g. Foreign Nationals are not U.S. persons.) Refer to the specific federal sponsored project award terms for this definition and see U.S. Person definition below. 

Foreign National Involvement: The participation of a foreign national in a federal sponsored project and/or research that may involve personnel restrictions.

Foreign National Restricted Project: A project, contract, or award that includes federal agency clauses or terms and conditions limiting the participation of foreign nationals. Restrictions may include access to controlled or sensitive information.

Participation Review: A coordinated review by relevant stakeholders to determine whether a foreign national may participate in the federal sponsored project in accordance with agency and/or award terms and conditions, and ASU policies before project access and participation. See Responsibilities section below for identified stakeholders

Principal Investigator (PI)/Project Director (PD): The lead researcher responsible for the overall management, conduct, and scientific direction of a sponsored research project. The PI/PD assumes primary responsibility for project leadership, fiscal oversight, and ensuring compliance with university and sponsor policies and regulations.

U.S Person: U.S. citizen (born or naturalized), a lawful permanent resident (green card holder), or a protected individual such as a refugee or asylee (under 8 U.S.C. 1324b(a)(3).

Responsibilities

Sponsored Projects Contracting:
· Review and notate award terms and conditions and requirements
· Notify PI/PD and other project personnel such as Project Managers, as appropriate, of any federal project restricting eligibility (foreign national restrictions)

Office of General Council (OGC):
· Assist Human Resources in developing screening questions
· Resolve legal questions associated with foreign national grant restrictions

Project Leadership (e.g. Principal Investigator, C-suite, Project/Program Management, etc.):
· Ensure Federal Agency Approval is received prior to foreign national participation
· Provide input to stakeholders within this Responsibility section regarding the foreign national’s work duties
· Identify and implement supervision or access restrictions (e.g. system access limitations, employee oversight, controlled physical or data access).
· Implement and facilitate actions to ensure award terms and conditions are followed in day-to-day work.
· Ensure ongoing monitoring and adherence to access limitations is followed.
· Ensure access to project information is removed, revoked upon leaving the project.

[bookmark: _Hlk217295902]Human Resources (HR)
· Screen candidates for new hires to ensure candidates meet minimum qualifications of position. 
· Flag employee change requests to ensure applicable screening is conducted as needed. 
· Obtain approval from OGC for screening language in posted positions and/or screening questions asking during the interview process. 
· Assist the Project Management team to facilitate the process to verify with central ASU offices the status of citizenship for employees per the award agreement. 
· Collect and maintain CV and offer letter documents in alignment with ASU’s policy on retention of records. 
· Complete standard ASU hiring processes as required for the position.

Office of Research Compliance:
· Review all Foreign National candidates for any research security/export control risks. 
· NOTE: Research Security/export review is not limited to just Foreign National candidates from Countries of Concern.
· Share review information with Project Management, Human Resources, and others as appropriate. 
· Conduct due diligence, including risk assessments related to export control, foreign influence, and other relevant concerns as it relates to the prospective foreign national candidate.
· Facilitate and approves the Technology Control Plans (TCP) for any export-controlled work.
· Coordinate with other ASU units as needed.

Project Management:
· Identify staffing needs for the federal restricted project, including roles that may require foreign national participation.
· Notify Human Resources and Research Compliance when a foreign national is proposed for assignment.
· Ensure the work assigned to the foreign national aligns with export control, security, and agency restrictions.
Approve assignments after participation review is completed and Federal Agency Approval has been received.
· Verify eligibility of persons to be employed and/or participating on a foreign national restricted project. 
· Example: Ask OGC-approved questions to be asked of candidates based on award terms and conditions.

Requirements / Steps


1. Step 1: Staffing Need identified
Owner: Project Management
· Identify the need for external or current employee or affiliates to join a federal restricted project.
· Document duties for the employee.
· Notify HR and Research Compliance (export.control@asu.edu) of proposed participation.
· Start job requisition request for external candidates, including any employment eligibility requirements or;
· For current employees or affiliates, wait until the participation review is completed to transfer employee or affiliate to the project. If participation review gives approval to proceed, work with finance partner on transfer of employee in support of the project.

2. Step 2: Participation Review
Owner(s): Human Resources and Research Compliance

Human Resources
· Verify the individual’s eligibility and communicate this to project leadership and project 
management.
· Maintain documentation of review

	Research Compliance
· Identify any research security/export control risks of foreign national participation
· Share information with relevant stakeholders

3. Step 3: Federal Restricted Project Leadership
Owner(s): Project Leadership

· Determine the individual’s duties
· Determine access limitations and supervision
· Implement any additional mitigation measures
Determine whether a foreign national needs to be engaged on the federal restricted project

4. Step 4: Project Management
Owner(s): Project Management and Project Leadership

· Facilitate onboarding and training
· Update the project foreign national list and send it to Sponsor if they require it.
· Maintain document for future federal agency audits 
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